User Access Provisioning
Post Go-Live Process to become an Umoja End User
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Involved (EV) CHIEF (SC) OFFICER (SLO) APPROVER (FA) DESK (LSD)
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IDENTIFICATION

IA

Identification of the
required user role

and the requirements
of the user access,
including training,
delegation of authority
(DoA) and segregation

of duties )

REQUEST

Submission of request
for granting or
amending the access
to supervisor (SC or
above) for review

Iw

PROCESS

Processing of the
request by the
Security Liaison
Officer, Functional
Approver, and Security
Registration Group

ESTABLISH

I-h
O

Establishment of the
user account

O

EU

SLO, EU & SC

EU successfully completes
required Umoja training and
prints out related certificate(s).
EU sends PDF copy of training
certificate(s) to SLO.

_________

SLO meets with EU to
determine EU roles

Define:

Enterprise Role
DoA requirements

Segregation of Duties (SoD)

Pre-requisite Training

SC reviews form (does not sign)

Checks for:

® Completeness
® Accuracy
® Confirms DoA

v RETURN FORM TO EU

________

Return to EU

Close any further
actions

Resubmit to SC

Return to SC

4

FA

SLO SC EU
SLO confirms the form is SC signs the form EU arranges required

correct and complete
o Signs the form

v SUBMIT FORM TO FA

e Certifying that the Role
is required by the EU for
duties

® Certifying that the EU
has any required DoAs

¥ SUBMIT FORM TO SLO

SLO

training by submitting a
service ticket to their Local
Service Desk (LSD).

o Complete training
successfully

® Print out certificate(s) for
safekeeping

@ Signs form to vertiy
completion of training

v SUBMIT FORM TO SC

ES

LSD

FA reviews form

o Validates DoAs
o Approves

o Signs the form

¥ RETURN FORM TO SLO

Return to SC

SLO scans form

¥ SUBMIT FORM TO
LOCAL SERVICE DESK

EU

LSD notifies EU that an
account has been created
for him/her

OICT

EU receives an email
with his/her Umoja user
credentials and login
instructions

An EIDMS account is
created for the EU if
one does not exist
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